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ABSTRACT 
 
Control Objectives for Information and related Technology (COBIT) has grown 
to be one of the most significant IT Governance (ITG) frameworks available and also 
the best suited for audit, as it provides comprehensive guidance around IT processes 
and related business goals. However, given the constraints of both time and resources 
within which the Australian public sector is forced to operate, implementing an audit 
framework the size of COBIT in its entirety is often considered too large a task. As an 
alternative to full implementation it is not uncommon for the public sector to “cherry 
pick” controls from the framework in an effort to reduce its size. This paper reports on 
research undertaken to evaluate the potential to use an optimised sub-set of COBIT 5 
for ITG audit in Australian public sector organisations. A survey methodology was 
employed to determine the control-objectives considered to be the most important to a 
selection of public sector organisations. Twelve control-objectives were identified as 
being most important to Queensland public sector organisations. As ten of these were 
also identified by previous studies, it appears possible to derive an optimised sub-set 
from COBIT 5 that would be both enduring and relevant across geographical and 
organisational contexts. 
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1. INTRODUCTION 
Public sector organisations have unique, often intangible fundamental goals (e.g. 
health, education) that are expected to be delivered to a large number of customers 
under budget constraints and on time. Performing under pressure is not new to public 
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sector organisations as they continue to experience a shift in focus towards the 
cost-effective achievement of these goals with increased emphasis on Information 
Technology (IT) to support the delivery of services. However, governing information 
technology (or IT governance) is not an easy task as it is recognised to be a critical 
issue facing the public sector today [1]. 
In the public sector, two types of audit can be defined: financial audits and 
performance audits [2]. Undertaking assessment of IT governance (ITG) 
processes –often referred to as ITG audit– is considered part of the latter and is 
oriented towards examining the performance, efficiency, effectiveness and often 
emphasizing conformation of accountability or compliance to ensure alignment with 
business objectives and ultimately delivering value from IT investments [3]. In fact, 
the use of a well-established framework to guide the assessment of ITG would result 
in more comprehensive and reliable assessments [4]. However, the lack of developed 
methodologies and tools to keep pace with changes occurring in the auditing and 
technology field has been identified as a challenge in performing ITG audit in the 
Australian public sector [5]. 
COBIT has been steadily achieving worldwide recognition as a reliable source for 
ITG and audit and is becoming the main standard to adopt for linking IT processes to 
business objectives [6-8]. In addition, private and public industries, governments, 
accounting and audit firms have accepted the framework globally. The new version, 
COBIT 5, divides ITG into five domains: Evaluate, Direct and Monitor (EDM); Align, 
Plan and Organise (APO); Build, Acquire and Implement (BAI); Deliver, Service and 
Support (DSS); and Monitor, Evaluate and Assess (MEA), which are broken into 37 
high-level processes and over 300 detailed controls covering a range of IT 
management and governance [9]. Public sector organisations could perceive 
implementing an audit framework the size of COBIT in its entirety too large a task. 
As an alternative to full implementation it is not uncommon for the public sector to 
“cherry pick” controls from the framework in an effort to reduce its size. This would 
lead to creating dissimilar sets of audit tools to be used later in audit programs. As a 
result, the findings of these audit programs would without a doubt be inconsistent 
across the public sector. In the past, studies focusing on ITG and COBIT in a wide 
range of industrial sectors and geographical locations have been undertaken to 
examine which of the high-level control-objectives were perceived as the most 
important within the framework. In identifying the most important control-objectives 
from COBIT, to reduce the number of ITG audit measures, an abbreviated form of the 
framework was developed to assist organisations –in particular the public sector– 
measure controls and processes in simple terms and assist auditors to implement 
efficient ITG audit programs.  
Considering the lack of scholarly research into the framework [10], the objective of 
this paper is to examine which of the high-level control-objectives from COBIT 5 are 
considered by participants from the Queensland public sector to be most important 
and whether these control-objectives would be applicable across other geographical 
and organisational contexts. This paper will also investigate options for defining an 
optimised sub-set of COBIT 5 suitable for use by the Australian public sector.  
 
2. BACKGROUND 
2.1 COBIT for ITG Audit 
Since it was first introduced sixteen years ago in 1996, the COBIT framework has 
been consistently maintained and developed to become inseparable from IT 
governance with the main purpose of defining a series of processes necessary for 
3 
 
steering IT resources to achieve business objectives. The framework is frequently 
used as a compliance checking system because it is based on assessable controls and 
guided by a Capability Maturity Model (CMM) to facilitate the identification of risk 
exposures and realisation of benefit [11]. 
In general, audit is a systematic, objective and independent assessment needed by 
society at large to obtain and evaluate the degree of correspondence or compliance 
with pre-established criteria [12, 13]. In the public sector arena, audit is an essential 
mechanism for displaying greater accountability in providing services to the public 
and demonstrating efficiency in managing public resources [14]. In fact, audit in the 
public sector is considered to promote good governance, link business processes and 
objectives, and substantially improve the effectiveness and efficiency of public sector 
organisations [15-17]. Hence, the auditor’s general contribution to public sector 
accountability and reform in Australia is explicit due to upholding the values of 
transparency and good governance [18]. 
In the past, the Australian National Audit Office (ANAO) scope of audit was 
extended from just financial audit to include performance and environmental audits to 
reflect the importance of performance audit to improve the accountability of 
government [19]. Unlike financial audit that focuses on fiscal accountability, 
performance audit provides a level of assurance on the effective and efficient use of 
resources and public funds. It presents public sector organisations with 
recommendations for obtaining better outcomes based on evaluation of performance 
or defined audit criteria [20]. COBIT was considered to match the ANAO’s and other 
State audit office’s (e.g. Tasmanian Audit Office) expectations as an audit tool to 
determine the effectiveness and efficiency of operational management by public 
sector organisations of selected IT systems [21, 22]. In many cases, audit criteria are 
not static and often originate from legislation (e.g. Sarbanes–Oxley Act), standards 
(e.g. ISO 27001), best practices and frameworks (e.g. COBIT, COSO) or simply 
driven by analysis of previous governance failures [23].  
In response to the need for an internal control of ITG, the COBIT framework was 
developed to provide a methodical basis for structuring and performing of ITG Audit 
[24]. The framework’s origins in auditing and focus on aligning the business with IT 
goals and processes to enhance ITG makes it a strong tool for performance 
measurement of internal control of IT services [25]. 
 
2.2 The COBIT framework 
The new addition of the framework, COBIT 5, published in 2012, saw a shift in the 
framework’s orientation towards business through establishing one integrated 
framework that consisted of different models (e.g. Val IT, Risk IT). This 
amalgamation was largely due to the recognised need to provide a comprehensive 
basis of options not only for users and auditors but also for senior managers and 
business process owners in order to cover all aspects of business and functional IT 
responsibilities leading to effective governance and management outcomes [25, 26]. 
The framework provides extensive guidance to ensure the alignment of IT and 
business objectives by defining a set of processes; ranging from strategy to 
operational development and support, providing means to evaluate process maturity, 
and maximise benefits while reducing risk. COBIT 5 identifies five basic principles, 
seven categories of enablers to govern and manage the information requirements, new 
process reference model, improved goals and metrics, and aligns with the ISO/IEC 
15504 process capability assessment model and ISO/IEC 38500 “Corporate 
governance of information technology” [9]. A number of processes from the previous 
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versions of the framework are merged in COBIT 5 and some single processes from 
previous versions are split to form separate processes to allow for more specific 
guidance. For example, PO9 “Assess Risks” is split into APO12 “Manage Risk” and 
EDM03 “Ensure Risk Optimisation” to cover the governance aspect of risk. 
From an ITG audit perspective, the shift from the previous CMM adopted by COBIT 
4 or 4.1 [27] to the ISO/IEC 15504 Process Capability Model (PCM) has 
revolutionised COBIT 5 giving it a cutting edge in assessing capability at the process 
level instead of assessing maturity at the enterprise level. This new approach is not 
only more consistent and repeatable, but is also verifiable and can demonstrate 
traceability against objective evidence gathered during the assessment [28]. The PCM 
has been used extensively by financial institutions in Europe to conduct internal 
controls audit with the aim of assessing processes improvement needs. This adds to 
the advantages organisations should expect from implementing COBIT 5 as the 
partnership between the framework and the PCM delivers a measurement scale for 
quantitatively evaluating the existence, adequacy, effectiveness, and compatibility of 
ITG processes [29].  
 
2.3 Previous COBIT studies 
Apart from the extensive electronic resources available on COBIT, designed for 
practitioners and produced in association with ISACA and the ITGI, very little 
academic research can be found that rigorously evaluates the frameworks 
effectiveness or investigate how it has been adopted in the private and public sectors 
throughout the world [30, 31]. That is, with COBIT 5 since it has only recently been 
finalized and released further research as to its effectiveness through a longitudinal 
study is warranted. There have been prior studies involving predecessor of COBIT 5 
and these studies will be examined. 
This paper will examine three previous studies as detailed in Table 1. In all these 
studies, participants from different organisations –which consisted of IT, audit and 
business experts– examined the high-level control-objectives from the COBIT 
framework and offered perceptions on the most important IT controls to achieve 
organisational/business goals in an effort to design a self-assessment tool or an 
optimised sub-set for performance audit. Afterwards, the organisations successfully 
carried out a performance assessment against the optimised sub-set leveraging the 
COBIT’s six-point maturity scale (which is based on the CMM) to identify areas of 
improvements. The most recent study in the broader Australian context is at least six 
years old. In the rapid changing environment of IT and the recent release of COBIT 5, 
further research is expected to lead to more relevant findings.  
 
2.4 Research aim 
The principle aim of this research is to define an optimised sub-set of COBIT 5 
suitable for ITG audit in the Australian public sector. The additional research aim is to 
compare the findings of this research with previous international and national studies 
to give an indication of the applicability of the optimised sub-set across different 
geographical and organisational contexts.  
Identifying an optimised sub-set based on prioritising high-level control-objectives as 
most important from the COBIT framework gives a means of reducing the number of 
audit measures, making it more relevant and focused on the issues routinely 
encountered by public sector organisations. [32-34] 
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Table 1. Most important COBIT control-objective from previous studies 
Authors Guldentops, Van Grembergen, 
and De Haes  [32] Huissoud [33] Gerke and Ridley [34]
Location International International Australian/Tasmania
Year 2002 2005 2006
Version COBIT 3 COBIT 3 COBIT 4
PO1 Define a Strategic IT 
Plan
PO1 Define a 
Strategic Plan
DS5 Ensure Systems 
Security
PO3 Determine Technological 
Direction
AI3 Acquire and 
Maintain 
Technology 
Infrastructure
DS4 Ensure 
Continuous Service
PO5 Manage the IT 
Investment
AI6 Manage 
Changes
PO1 Define a 
Strategic IT Plan
PO9 Assess Risks DS4 Ensure Continuous Service DS11 Manage Data
PO10 Manage Projects DS5 Ensure System Security
DS12 Manage 
Operations
AI1 Identify Automated 
Solutions
DS7 Educate and 
Train Users AI6 Manage Changes
AI2 Acquire and Maintain 
Application Software
DS10 Manage 
Problems and 
Incidents
PO8 Ensure 
Compliance With 
External 
Requirements
AI 5 Install and Accredit 
Systems
M1 Monitor the 
Processes
PO5 Manage the IT 
Investment
AI6 Manage Changes
PO2 Define the 
Information 
Architecture
AI3 Acquire and 
Maintain Technology 
Infrastructure
DS1 Define and Manage 
Service Levels
PO3 Determine the 
Technological 
Direction
PO6 Communicate 
Management Aims & 
Direction
DS4 Ensure Continuous 
Service
PO10 Manage 
Projects
DS10 Manage 
Problems & Incidents
DS5 Ensure Systems Security
AI1 Identify 
Automated 
Solutions
DS9 Manage the 
Configuration
DS10 Manage Problems and 
Incidents
AI2 Acquire and 
Maintain 
Application 
Software
AI2 Acquire & 
Maintain Application 
Software
DS11 Manage Data
AI4 Develop and 
Maintain 
Procedures
AI5 Install & 
Accredit Systems
M1 Monitor the Processes DS11 Manage 
Data
PO9 Assess Risks
PO9 Assess Risks DS8 Assist & Advise Customers
PO4 Define the IT 
Organisation & 
Relationships
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3. METHODOLOGY 
3.1 Research design and data collection 
This paper is based on analysis of results of a survey administered to the target 
participants in public sector organisations considered to have IT infrastructure of a 
sufficient size to examine governance of IT. Special attention was given to ensure the 
representation of a variety of public sector organisations from government business 
enterprises, conventional departments and local government authorities. 
A pilot test of the questionnaire was administered to five thought leaders from the 
Queensland public sector. Based on their feedback, no further amendments were 
required to the developed instrument. The survey included participants drawn from 
three different representative audit groups to limit any sample frame bias. The 
targeted population included participants at different levels (c-suite, managers and 
senior IT, audit and business officers) who have knowledge of ITG within the 
Queensland public sector. 
The online-questionnaire consisting of two sections was developed as a data 
collection instrument to gather measurements/perceptions of components of the 
proposed optimized sub-set of COBIT as an ITG audit framework. Similar to the 
study by Gerke and Ridley [34], the first section captured general information about 
the participants such as the organisational type, position level and a ranking of 
familiarity with both IT processes and business objectives on a five point Likert-type. 
The second section asked participants to rate the 37 high-level control-objectives from 
the COBIT 5 framework according to their importance to public sector organisation 
on the same scale. The ratings were analysed to produce a ranked list in order to 
determine the high-level control-objectives that were considered most important to 
Queensland public sector organisations. Validity and generalizability issues were 
identified and addressed through selection of the entire population (QG organisations) 
and ensuring that pilot-test participants were identified to avoid repeated partaking in 
the questionnaire. 
 
3.2 Data analysis 
The data collected in this research included a series of ratings for two sections from 
57 respondents whose individual responses were untraceable. To produce the ranked 
list of control objectives, ratings from the second section of the questionnaire were 
analysed to provide a total score, average and standard deviation for each of the 37 
high-level control-objectives. Data were sorted in descending order based on totals. In 
case of matching totals, high-level control- objectives were then sorted in ascending 
order based on the standard deviation values.  
As part of the statistical analysis employed by this research, the ratings were subjected 
to the paired sample Student’s t-test to identify significant differences between 
control-objectives. The test commenced from the top of the list –the highest ranked 
control-objective– (DSS05) at p < 0.05 and 56 degrees of freedom and continued until 
a group, or tier, was identified through detecting a significant difference. The test then 
recommenced using the first control-objective in the next grouping as the point of 
comparison until the list of 37 control-objectives was exhausted and five groupings, or 
tiers, were identified as displayed in Table 2. 
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Table 2. Results of T-Tests 
COBIT 5 Control-Objectives Total Mean Std 
Dev
t 
stat
P
DSS05 Manage Security Services 304 5.33 1.02
EDM03 Ensure Risk Optimisation 298 5.23 1.02 0.76 0.23
APO13 Manage Security 296 5.19 1.16 1.05 0.15
DSS04 Manage Continuity 291 5.11 1.08 1.52 0.07
EDM02 Ensure Benefits Delivery 290 5.09 1.14 1.61 0.06
APO12 Manage Risk 287 5.04 1.05 2.21 0.02
BAI06 Manage Changes 283 4.96 1.03 0.65 0.26
APO02 Manage Strategy 282 4.95 0.97 0.8 0.21
DSS01 Manage Operations 282 4.95 1.01 0.68 0.25
EDM01 Ensure Governance Framework 
Setting and Maintenance 281 4.93 1.15 0.85 0.2
DSS03 Manage Problems 278 4.88 1.02 1.22 0.11
DSS02 Manage Service Requests and Incidents 276 4.84 1.08 1.35 0.09
APO01 Manage the IT Management 
Framework 272 4.77 1.05 2.17 0.02
BAI04 Manage Availability and Capacity 270 4.74 0.95 0.26 0.4
EDM04 Ensure Resource Optimisation 270 4.74 1.34 0.22 0.41
APO06 Manage Budget and Costs 270 4.74 1.34 0.24 0.41
MEA01 Monitor, Evaluate and Assess 
Performance and Conformance 269 4.72 1.08 0.49 0.31
BAI02 Manage Requirements Definition 269 4.72 1.11 0.39 0.35
MEA03 Monitor, Evaluate and Assess 
Compliance with External Requirements 269 4.72 1.21 0.39 0.35
BAI09 Manage Assets manage 266 4.67 1.2 0.69 0.25
BAI01 Manage Programmes and Projects 265 4.65 1.01 1.15 0.13
MEA02 Monitor, Evaluate and Assess the 
System of Internal Control 265 4.65 1.41 0.8 0.21
DSS06 Manage Business Process Controls 263 4.61 1.16 1.22 0.11
APO11 Manage Quality 263 4.61 1.24 1.03 0.15
BAI03 Manage Solutions Identification and 
Build 262 4.6 1.08 1.46 0.08
APO07 Manage Human Resources 257 4.51 1.56 1.54 0.06
BAI05 Manage Organisational Change 
Enablement 254 4.46 1.25 2.38 0.01
BAI07 Manage Change Acceptance and 
Transitioning 251 4.4 1.28 0.69 0.25
APO03 Manage Enterprise Architecture 251 4.4 1.33 0.45 0.33
EDM05 Ensure Stakeholder Transparency 250 4.39 1.39 0.49 0.31
APO08 Manage Relationships 250 4.39 1.4 0.52 0.3
BAI10 Manage Configuration 248 4.35 1.22 0.83 0.21
BAI08 Manage Knowledge 248 4.35 1.32 0.97 0.17
APO09 Manage Service Agreements 248 4.35 1.33 0.95 0.17
APO05 Manage Portfolio 246 4.32 1.45 1.34 0.09
APO10 Manage Suppliers 243 4.26 1.34 1.53 0.07
Ti
er
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4. RESULTS AND DISCUSSION 
Total of 112 emails were distributed containing a link to the online questionnaire, the 
response rate at 57 valid responses was 65%, which is considered above average for 
academic research and thus representative of the whole population [35]. The recent 
release of COBIT 5 might explain the good response rate for this research suggesting 
it was recognised as both credible and relevant to the public sector. 
Five groups of control-objectives were identified through the statistical analysis of the 
perceived ratings presenting several points at which the optimised sub-set could be 
formed. Previous research of Guldentops et al. [32] identified a list of 15 important 
control-objectives, while the study by Huissoud [33] classified 16 as being most 
important. The Australian study by Gerke and Ridley [34] derived an abbreviated list 
of 17 important control-objectives as perceived by the Tasmanian public sector. Based 
on these sources, is it suggested that the optimised sub-set would be created using the 
first two tiers to give a size of 12 control-objectives as displayed in Table 3. A list of 
this size is in line with the recommended size of 10-15 control-objectives [34] and 
would be appropriate for comparison with previous studies. 
 
Table 3. Optimised sub-set of COBIT 5 Controls in Queensland Public Sector 
Organisations Ranked by Importance 
Rank Control-Objectives
1 DSS05 Manage Security Services
2 EDM03 Ensure Risk Optimisation
3 APO13 Manage Security
4 DSS04 Manage Continuity
5 EDM02 Ensure Benefits Delivery
6 APO12 Manage Risk
7 BAI06 Manage Changes
8 APO02 Manage Strategy
9 DSS01 Manage Operations
10 EDM01 Ensure Governance Framework Setting and Maintenance
11 DSS03 Manage Problems
12 DSS02 Manage Service Requests and Incidents
Ti
er
 
1
Ti
er
 
2
 
 
The optimised sub-set consisted of control-objectives from four domains: EDM, APO, 
BAI and DSS. The surveyed organisations did not consider any control-objectives 
from the MEA domain to be of high importance which indicates that this domain is 
heavily undervalued. Notwithstanding the importance of all domains, rankings were 
important to determine the composition of the optimised sub-set. As displayed in 
Table 4, three control-objectives (25%) were selected from each of the first two 
domains, while only one (8%) control-objective was selected from the BAI domain 
and five (42%) from the DSS domains. The strong emphasis placed on the APO and 
DSS domains (previously PO and DS) is clear and have been observed by previous 
research. These domains used to attract the highest ratings amongst other 
control-objectives, in the same way they did in this research. However; the 
introduction of the new domain EDM has slightly changed this trend as it has quickly 
became one of the most important domains within the framework by pinching 25% of 
important control-objectives in the optimised sub-set. 
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Table 4. Domain analysis 
Current 
reserch results
Gerke and 
Ridley [34] Huissoud [33]
Guldentops 
et al. [32]
Total number of 
control-objectives 12 17 16 15
EDM 3 (25%) n/a n/a n/a
APO/PO 3 (25%) 6 (35%) 5 (31.25%) 5 (33%)
BAI/AI 1 (8%) 4 (24%) 5 (31.25%) 4 (27%)
DSS/DS 5 (42%) 7 (41%) 5 (31.25%) 5 (33%)
MEA/M 0 (0%) 0 (0%) 1 (6.25%) 1 (7%)
 
 
Since the 12 control-objectives in the optimised sub-set have been drawn mainly from 
the first four domains and none from the fifth domain (MEA) this would indicate the 
focus on early cycle activities instead of those concentrating on monitoring and 
evaluating. Similar to the findings of Gerke and Ridley [34] within the Tasmanian 
public sector, it is suggested that the IT Governance maturity level in participating 
Queensland public sector organisations is not well developed as monitoring activities 
appears be less important than others. It is also coming into view that Queensland 
public sector organisations are shifting toward governance activities in lieu of 
traditional management activities. Potentially, this could raise questions on what other 
jurisdictions within Australia share the same ITG maturity levels and Information 
Technology services characteristics. 
As discussed, COBIT 5 clearly differentiates governance and management through 
the introduction of the new domain EDM. The new framework also distinguishes 
operations from management in some areas such a security and risk. For instance, the 
old control-objective DS5 “Ensure Systems Security” has not been rewarded to 
DSS05 “Manage Security Services” but another control-objective APO13 “Manage 
Security” has been introduced to cover the management aspect of security. Therefore, 
the comparison with previous studies will see the merge of two control-objectives to 
match one of the old ones. E.g. PO1, PO9, DS5 and DS10. 
It is no surprise that DSS05 “Ensure Systems Security” and APO13 “Manage 
Security” have been rated first and third most important control-objective respectively. 
This could be attributed to the requirement by the Queensland Government Financial 
Accountability Act 2009 to safeguard agencies’ assets through the establishment of 
internal controls through the implementation of Information Standard 18 (IS18): 
Information Security [36]. The IS18 standard requires agencies to develop, implement, 
maintain and review appropriate security controls to protect the information they hold 
as detailed by this information standard and its supporting documents. Also agencies 
are required to submit a compliance report based on IS18 annually. Therefore, the 
issue of security in the public sector will continue to be critical. 
The importance of risk minimisation in the public sector is again emphasised as 
participants rated EDM03 “Ensure Risk Optimisation” the second most important 
control-objective and have also included APO12 “Manage Risk” in the optimised 
sub-set. The importance of managing risk is not a new topic as the Commonwealth 
Auditor General has nominated it as one of the most pressing issues facing the public 
sector in Australia [37]. From an audit perspective, there is a growing focus on 
risk-based audit approach in addition to recognising differences in the nature of 
business and related risks instead of the traditional one-size-fits-all controls testing 
(compliance) approach [38, 39]. 
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4.1 Comparisons with previous research 
The results of this research will be compared to previous studies by Guldentops et al. 
[32], Huissoud [33] and Gerke and Ridley [34] as displayed in Table 5. Three 
categories emerge from this comparison. The first category presents a list of 
control-objectives common across all four studies. Ten of the 12 control-objectives 
(83%) identified by this research have been previously identified by all three previous 
studies as being significant in their context. The second category contains 2 of the 12 
control-objectives (17%) identified by this research which were common to at least 
one previous study. Consequently, analysis indicates that all 12 control-objectives 
rated as most important by this research were not just unique to the Queensland public 
sector. Given that the earliest list was originally derived in 2002 and thus was at least 
ten years old when the Queensland study was undertaken, it implies that some 
control-objectives can be considered to be important regardless of the context 
(international, national or state) and are of continuing interest. The third category 
indicates two control-objectives that were common across all three previous studies 
but were not included in the results of this research. 
Examining the top 5 control-objectives identified by Gerke and Ridley [34] in Table 5 
in comparison to the ones identified by this research in Table 3 shows a pattern in the 
way organisations are maturing over time. In 2006, the top 5 control-objectives 
contained one control-objective from the PO domain and four from the DS domain 
signifying the need to focus on delivering and supporting. Not surprisingly, the 
chosen control-objective from the PO domain was the PO1 “Define a Strategic IT 
Plan” demonstrating the essential need for strategic planning in IT. At present, this 
research identified one control-objective from the PO domain (currently APO), two 
from the DS domain (currently DSS) and two from the new EDM domain. The APO 
control-objective chosen in this research was APO02 “Manage Strategy”, which is the 
equivalent [40] control-objective –using the COBIT 4.1 to COBIT 5 mapping– chosen 
by previous research. Not only that, but participants selected the EDM02 “Ensure 
Benefits Delivery” to highlight the importance of governance in strategic planning to 
ensure that the business gets the best value out of IT investments. 
In general, compared to the Tasmanian study, this research reveals that both 
operational and management of security is one of the top priorities in Queensland. It 
also highlights the importance of ensuring the delivery of value to the business as an 
outcome of IT strategic planning and demonstrates increasing concern over risk 
optimisation within a state public sector. The results also show decreasing importance 
of data and operations management but rather concentrate on continuity management 
possibly due to effect of the recent natural disasters to organizations in Queensland. 
When comparing results to the international, cross-sector study by Guldentops et al. 
[32], it can be noticed that 11 control-objectives (92%) were in common albeit the 
fundamental differences in the study setting. Equally, 11 control-objectives (92%) 
were similar to the study by Huissoud [33] that focused on public sector audit 
organisations in Europe. In the Australian context, commonalities could also be found 
as the Tasmanian study by Gerke and Ridley [34] that focused on public sector 
organisations shared 11 control-objectives (92%) with the findings of this study. 
Given the similarities found between the Queensland results and previous studies, the 
consistencies between the results support the suggestion that the importance of some 
control-objectives is independent of geographical context. In view of the difference in 
the organisational setting between previous studies, the results also demonstrate clear 
evidence that the importance of some control-objectives is also independent of 
organisational type.  
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Table 5. Comparison of control-objectives to previous research 
Current reserch 
results Gerke and Ridley [34] Huissoud [33] Guldentops et al. [32]
EDM02 Ensure 
Benefits Delivery
APO02 Manage 
Strategy
EDM03 Ensure 
Risk Optimisation
APO12 Manage 
Risk
BAI06 Manage 
Changes AI6 Manage Changes
AI6 Manage 
Changes AI6 Manage Changes
DSS03 Manage 
Problems
DSS02 Manage 
Service Requests 
and Incidents
DSS04 Manage 
Continuity
DS4 Ensure Continuous 
Service
DS4 Ensure 
Continuous Service
DS4 Ensure Continuous 
Service
APO13 Manage 
Security
DSS05 Manage 
Security Services
DSS01 Manage 
Operations
DS12 Manage 
Operations
EDM01 Ensure 
Governance 
Framework Setting
PO3 Determine the 
Technological 
Direction
PO3 Determine the 
Technological Direction
AI2 Acquire & Maintain 
Application Software
AI2 Acquire and 
Maintain 
Application 
Software
AI2 Acquire and 
Maintain Application 
Software
DS11 Manage Data DS11 Manage Data DS11 Manage Data
PO1 Define a Strategic 
IT Plan
PO1 Define a 
Strategic IT Plan
PO1 Define a Strategic 
IT Plan
PO9 Assess Risks PO9 Assess Risks PO9 Assess Risks
DS10 Manage Problems 
& Incidents
DS10 Manage 
Problems and 
Incidents
DS10 Manage Problems 
and Incidents
DS5 Ensure Systems 
Security
DS5 Ensure System 
Security
DS5 Ensure Systems 
Security
 
 
Predominantly, this commonality suggests that it may be possible to derive an 
optimised sub-set from the COBIT framework for use in ITG audit in different 
contexts. A potential starting point for such a sub-set would be the list of 10 
control-objectives that were common to all the studies examined in this paper as these 
control-objectives were common regardless of geographical and organisational 
context. 
 
5. CONCLUSION 
This research identified an optimised sub-set of 12 high-level control-objectives from 
COBIT 5 that were considered to be important to Queensland public sector 
organisations. Ten of these control-objectives were also identified by three previous 
studies [32-34] as being important in other contexts. This suggests that it would be 
possible to derive an optimised sub-set from the framework for ITG audit that would 
be both enduring and relevant across geographical and organisational contexts. Future 
work could develop ITG audit measures based on the optimised sub-set and trial these 
measures in public sector organisations in Australia or elsewhere. 
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